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ABSTRACT

In this Paper, The people privacy are ensured by public key cryptography system by not letting the
Data Aggregators to identify about the searches that we do in search Engines. By using RSA Algorithm, the
Encryption is made such that the analysts can’t know regarding your interest and likes. It involves a concept
of public and private key cryptography on a client server basis. The padding up of bits is also done to ensure
the security at the transport layer level in searching. The reliability and safety of the privacy is high on using
RSA algorithm for Encryption. The Experimental result says that the privacy scheme effectively supports

different selective aggregation queries.

Index Terms — Privacy preserving Selective aggregation, Differential privacy, RSA algorithm

I.INTRODUCTION

The Network security is the domain of our project
and it provides security to contact with data files and file
directories in a computer networking. An example of
network security is an anti-virus system. The user is
assigned by ID and password that allows the users to
access the desired information and the programs within
their authorized access. It protects the systems in the
network from unwanted intruders. The Data aggregation is
most  significant operation in behaviour analysis.
Aggregators seize detailed data of user’s online behaviours
and produce demographics. The Existing scheme security
provides the strong privacy at the outlay of using data
aggregation concept. To overcome those problems the
noise is added to the aggregate result to achieve stronger
privacy preservation.

The applications of this domain comprise of
authentication Applications, Web Attacks, Email Security
and IP Security.

WEB ATTACKS:

The Web security threats can be divided into two major
types such as System and Web security. The Web Attacks
are of two types such as

e Passive Attack

e Active Attack
The Passive attacks are the attack which access from the
network traffic between the browser and the server. These
attack also access the restricted information on a websites.

The active attacks are the attacks in which the

another user alters the messages and it also alters the
information from the website.

WEB APPLICATION SECURITY:

The web application security is a subdivision of
information privacy that can be deals with security of web
pages. This measure is taken to improve the security of an
application. The various measures include finding, fixing
and preventing security vulnerabilities. These procedures
can be done at different phases such as design,
development, upgrade and maintenance.

Kerberos — A faithful third party authentication protocol
considered for TCP/IP networks. It acts as a trusted
arbitrator in networks. It allows clients to access different



entities on the network. It keeps a database of clients and
their secret keys at a high level.

EMAIL SECURITY:

The e-mail security means that the collective
measures used here is to secure the access and text of an
email account. It allows an individual or group of
organizations to protect from the overall access to one or
more email addresses and by accounts.

An email service provider implements by the
email to be secured by the subscriber and email accounts
by the data from the hackers. It is used in the banking
sectors.

In this Research paper the application is mainly focus on
Web Attacks.

There are mainly three challenges in the existing
system:

First, the entrusted aggregator and the authority
requirements to calculate the selective aggregation. The
intermediatory cannot right of entry user data for privacy
concerns.

Second, The privacy preserving selective
aggregation requests to be achieved through the
differential privacy in RSA algorithm. To safe guard those
individual’s privacy, we have to to add noise to
aggregator. The existing differential privacy method
generate noise to real numbers, but RSA algorithm
requires the plain texts.

Third, The Selective aggregation have to be
resistant in the circumstances where the clients can control
between the online and offline repeatedly.

To address these challenges, we combine RSA
based selective aggregation and differential privacy
method to protect users perceptive information from both
the analysts and aggregator. It protects the individuals
privacy through RSA algorithm.

[1] The PPSA encoding scheme is used to encode the
privacy and secure it from aggregators and analysts
guaranteeing differential privacy, it’s the combination of
homomaorphic and differential privacy.

[2] The existing first differentially private aggregation
algorithm called as “Fourier Perturbation algorithm” is

used. The major advantage of this algorithm is that with
this we can scale with large number of users with an
efficiency of O(n) for n queries. The disadvantage is that
there is a absence of center server which actually increases
the retrieval time of any particular data. To overcome this
Distributed Laplace Algorithm is used to add noise. The
major advantage is that it can scale large number of users
and the computational power is also reduced from O(N) -
O(1), where n is the total number of users. The
disadvantage is that it is quite inaccurate for the data sets
with high number of parameters.

[3] “Randomized Aggregatable privacy preserving Ordinal
Response” merely called as RAPPOR technology . It is
used for crowdsourcing from the end users. It provides
Rapper algorithm for preserving data. This method
provides high utility analysis in data collection. The
advantage is that it uses differencial privacy and the utility
guarantees for analyzing the original data. Using this
procedure, each responder contains a strong ability for any
“Yes” answers and also provides ability for the “Yes” or
“No” answers.

[4] The “clickstream” algorithm is mainly used to record
the internet usage through the web servers and the third
party services. It improves the measurement of sizes and
characteristics of media. It explains about the detailed
description of electronic trace by clickstream records. The
disadvantage is that the website is affected during
investigation. The paid search be the service which offers
with the online search engines in which the supporter picks
the definite keywords. It acts as the main source for online
publicity of growth for current years. In addition to that
search engine interchange starts from a intentional activity
than forced exposure. The another important advertising
tool is email. The problems involved here is customization
of online content through the click stream data analysis.

[5] GraphChi, a method for compute the graphs with
millions of edges. By using this method, it breaks the large
graphs into smaller parts. The GraphChi is capable to
implement the numerous complex areas in data
withdrawal, graph mining, and on the machine learn
algorithms by using just a single consumer level computer.
The advantage in using this algorithm is that disk based
computation provides probabilistic graphic module and
collaborative filtering where it recommends the goods



based on purchase of other user with parallel interests. The
proposed system provides a new method called Parallel
Sliding Windows (PSW) which exploits characteristics of
sparse graphs which giving out from the disk analysis.
PSW requires undersized number of sequential disk block
transfers where it allows to complete on the areas of SSDs
and from the habitual hard disks.

[6] The privacy is maintained through the single, propose
storing user data in client computers and it stores in the
cloud. It has the specific apps to use specific approved
user’s data. Distributed differential privacy is used to
enable the analysis, but in the previous proposals the scale
rate is hectic. Thus it faces the problems by placing tight
bounds on the extent to which malicious activities can
easily be distorted to the corresponding answers among the
clients.

[7] This paper presents the technique for Wireless Sensor
Network (WSN) for privacy preserving that have been
categorized in terms of data oriented and through the
context oriented. This application is mainly used in
military, environmental purpose, health, home and in
commercial applications. The privacy in WSN is classified
into two forms called data privacy and in context privacy.
The data privacy uses the data aggregation and data
queries whereas in context privacy it supports location
privacy and temporal privacy. The location security is then
divided into two different types such as data source and
base stations. The data aggregation provides the aggregate
for Cluster-based Private Data Aggregation (CPDA),
since it is the best way for reducing computational
overheads.

[8] This paper mainly focus on the Public-Key models and
the Common Reference String (CRS) model. This models
brings the task of secure multiparty computations with n
number of parties. It ensures the black box protocol,
special purpose zero knowledge protocol, soundness of the
stand alone protocol. The IdealZK*™™ functionality is
parameterized by relation of NP and RL which is the one
to many extension protocols is used for securing the data
to be private by encrypting the keys. This hybrid model
run the recreation confirmation for all executions of cZKi
except for the selected execution.

[9] This paper includes recent advances in techniques
that combine and analyze data collected from multiple
partners. Also, it led to many new promising distributed
collaborative applications. Such collaborative
computations could occur between trusted partners,
between partially trusted partners, or between
competitors. Here preserving privacy is an important
issue in this context. This paper presents a distributed
protocol for privacy-preserving aggregation with 68W15
Distributed algorihms to enable computing a class of
aggregation functions that can be expressed as Abelian
group. The proposed protocol is based on an overlay
structure that enables secret sharing without the need of
any central authority or heavyweight cryptography.

[10] SplitX is used for preserving online user privacy data
and it allows aggregate queries for private data. This
paper mainly stores the user data and it makes query the
data through the differentially private produces the noisy
result with the exception of affecting the individual user’s
data. It performs high performance analysis for building
differentially private query larger than the distributed data.
This idea presents the design implementation of SplitX and
it examine the security and the performance level.

[11] Differential privacy preserves user’s privacy in
selective aggregation and it generally persistent on
selective aggregation, differential privacy, homomorphic
encryption, and in laplacian noise. It reduces the number
of records by applying filters on user data values. The
differential privacy intend to exploit the correctness of
gueries from the analytical databases and it reduce the
probability of identify its record.

[12] The practical techniques are based on the hardware
based and software based approaches over the encrypted
data. It provides the code footprint in the trusted
environment. It designs an efficient searchable encryption
scheme with the queried ranges. This scheme has
logarithmic complexity in the size of index and searches
are performed in a nanoseconds. It is best known for the
searchable encryption schemes. It provides an
implementation of the performance scale to reduce the
TrustedComputingBase.
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The user has to register with the username and password.
These data will be saved in the database. This database
will be maintained by an admin. The admin uploads the
products. Once the account is created, the user can login
and search for keywords. The user types a keyword in the
search bar and click Submit button. Once the submit
button is clicked, the keyword will be encrypted using
Homomorphic RSA algorithm and stored with the
aggregator. The aggregator and the authority form an
intermediate. The analyst will request the authority for a
count on a product. The authority and aggregator combines
to decrypt the keyword. The decrypted keyword will be
stored with the authority. The authority will return with a
count to the analyst as a response for the analyst’s query.

SUMMARY

[1] The PPSA encoding scheme is used to encode the
privacy and keeps secure from the aggregators and
analysts guaranteeing differential privacy, it’s the
combination of homomorphic and privacy. [2]
Differentially private aggregation algorithm is mainly
focused to scale with large number of users with a
efficiency of O[n] for n queries.[3] Randomized
Aggregatable privacy preserving Ordinal Response
utilities concentrate guarantees for analyzing the original
data. [4] In this paper the “clickstream” algorithm is used
and it is developed to record the internet usage through the
web servers and the third party services. [5] Graphchi, a
disk based computation provides probabilistic graphic
module and collaborative filtering. [6] Distributed
differential privacy is developed in this paper to enable the



analysis and it computes scale rate. [7] Cluster-based
Private Data Aggregation (CPDA) is used mainly for
reducing computational overheads. This application is
mainly used in military, environmental purpose, health,
home and in commercial purpose. [8] This paper
developed multi party computation with honest minority
and it concentrates on Public-key in model and the
Common Reference String (CRS) bring the mission of
secure multiparty computations with n number of parties.
[9] 68W15 Distributed algorithms enables the
computation of classes of aggregation function which is
expressed in an Abelian group.[10] SplitX analysis
method used for the most part to store user data at users
procedure, and to query the data. [11] The privacy for
preserving user privacy on selective aggregation mainly
concentrate on privacy, homomorphic encryption,
laplacian noise.[12] The practical techniques developes the
hardware and software based approaches over the
encrypted data and also it provides the code footprint in
the trusted environment.

CONCLUSION

The proposed model ensures that the user’s online
behavior data is completely privacy preserved. By Using
asymmetric key encryption concept like RSA algorithm
and the differential privacy makes sure that no one can
assume the user’s behaviors. The limitation in the number
of queries answered will be increased considerably. In
future, we can use images instead of noise for encrypting
the user’s data.

With reference to the papers on detect and
protecting against Third party track on web and the Splitx
procedure ,its now trending to track the searches made by
different users over the internet where the privacy of the
users results to be in risk. So, To Overcome this issues, we
propose PPSA schema combined with the RSA algorithm.
This Preserves the privacy of the user from being at risk
and it also improves the efficiency by allowing multiple
users to get connected to a server. Even a predictive
analysis of the wusers search can’t be made on
implementation of this algorithm.
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