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ABSTRACT

with the popularity of cloud

computing, mobile devices can

store/retrieve personal data from

anywhereatanytime.Consequently,

the data securityproblem in mobile

cloudbecomesmoreandmoresevere

andpreventsfurtherdevelopmentof

mobile cloud.There are substantial

studiesthathavebeenconductedto

improvethecloudsecurity.However,

mostofthem arenotapplicablefor

mobilecloudsincemobiledevicesonly

havelimitedcomputingresourcesand

power. Solutions with low

computationaloverhead are in great

needformobilecloudapplications.In

thispaper,weproposealightweight

datasharingscheme(ldss)formobile

cloudcomputing.Itadoptscp-abe,an

access controltechnology used in

normal cloud environment, but

changes the structure of access

controltree to make itsuitable for

mobile cloud environments. Ldss

moves a large portion of the

computational intensive access

controltreetransformationincp-abe

from mobiledevicestoexternalproxy

servers.

1.INTRODUCTION

cloud computing is a

very useful solution to many

individualusersandorganizations.

Itcanprovidemanyservicesbased



ondifferentneedsandrequirements.

Therearemanyissuesrelatedtothe

userdatathatneedtobeaddressed

when using cloud computing.

Amongthemostimportantissues

are:data ownership,data privacy,

andstorage. Theusersmightbe

satisfiedbytheservicesprovidedby

the cloud computing service

providers,sincetheyneednotworry

aboutthemaintenanceandstorage.

Furthermore,to reduce the user

revocation cost, it introduces

attribute description fields to

implementlazy-revocation,whichis

athornyissueinprogram basedcp-

abe systems. The experimental

results show that ldss can

effectivelyreducetheoverheadon

themobiledevicesidewhenusers

are sharing data in mobile cloud

environments.

2.PROJECTOVERVIEW

There are two main ways to do

encryption today.The firstkind of

encryption, called symmetric

cryptography shared secret

encryption, has been used since

ancientegyptiantimes.Thisform of

encryption usesa secretkey,called

the shared secret,to scramble the

dataintounintelligiblegibberish.The

person on the otherend needs the

shared secret (key) to unlock the

data—theencryptionalgorithm.

Cloudcomputingpresentsanewway

tosupplementtocurrentconsumption

anddeliverymodelforITservices

basedontheinternet.Lackof

consumerincloudserviceproviders

withcomplianceacrossgeographic

boundaries.

Emphasisisondataprotection,butthe

notionofaccountabilityencompasses

morethanjustprivacy.

3.BLOCKDIAGRAM

Figure3.1Secureandefficientcloud

computingdataframework

4.HARDWAREDESCRIPTION

4.1 DATA ENCRYPTION STANDARD

(DES)

Desistheoriginalstandardthattheu.s.

Governmentbeganpromotingforboth

government and business use.



Originally thought to be practically

unbreakableinthe1970s,theincrease

in powerand decrease in costof

computing has made its 56-bitkey

functionally obsolete for highly

sensitive information.However,itis

still used in many commercial

productsandisconsideredacceptable

forlowersecurityapplications.Italso

isusedinproductsthathaveslower

processors,suchassmartcardsand

appliancedevicesthatcan'tprocessa

largerkeysize.

4.2TRIPLEDES

Tripledes,or3desasitissometimes

written,isthenewer,improvedversion

ofdes,anditsnameimplieswhatit

does.Itrunsdesthreetimesonthe

datainthreephases:encrypt,decrypt,

and then encryptagain.Itactually

doesn'tgiveathreefoldincreaseinthe

strength ofthe cipher(because the

firstencryptionkeyisusedtwiceto

encryptthedataandthenasecond

keyisusedtoencrypttheresultsof

thatprocess),butitstillgives an

effectivekeylengthof168bits,which

isplentystrongforalmostalluses.

4.3AES

When the u.s.Governmentrealized

thatdes would eventuallyreach the

endofitsusefullife,itbeganasearch

for a replacement. The national

instituteofstandardsandtechnology

(nist),agovernmentstandardsbody,

announcedanopencompetitionfora

new algorithm thatwouldbecomethe

newgovernmentstandard.Therewere

many competitors including rc6,

blowfish by renowned cryptographer

bruce schneier, and other worthy

algorithms.Theysettledonaes,which

isbasedonanalgorithm calledrijndael,

designed by two belgian

cryptographers. This is significant

because they used an open

competitiontodecideonthestandard.

Also,selecting an algorithm bytwo

non-american developers with no

significant commercial interests

helped to legitimize this selection

worldwide.Aesisrapidlybecomingthe

new standardforencryption.Itoffers

up to a256-bitcipherkey,whichis

more than enough power for the

foreseeable future.Typically,aes is

implementedineither128-or192-bit

modeforperformanceconsiderations.

4.4SECURESOCKETLAYER(SSL)

This protocol was designed

specifically for use on the web,

althoughitcanbeusedforalmostany

typeoftcpcommunications.Netscape

originallydevelopeditfortheirbrowser

to help stimulate e-commerce.Ssl

provides data encryption,

authentication on both ends, and



message integrity using certificates.

Mostofthetime,sslisused when

connectingtoawebserversothatwe

know the information we send itis

beingprotectedalongtheway.Most

peopledon'teven realizethatsslis

runninginthebackground.Usuallyit

onlyauthenticatesoneend,theserver

side,sincemostendusersdon'thave

certificates.

5.MODULESANDDESCRIPTION:

Moduleinthisproject:

5.1Dataowner(do)

5.2Datauser(du)

5.3Trustauthority(ta)

5.4 Encryption service provider

(esp)decryption service provider

(dsp)

5.5Cloudserviceprovider(csp)

5.1DATAOWNER(DO)

Thedataownersenddatatothecloud.

Sincethecloudisnotcredible,data

has to be encrypted before it is

uploaded. The do defines access

controlpolicyintheform ofaccess

controltreewhichpoliciesaresuchas

readthedata,writethedata.Datafiles

toassignwhichattributesadushould

obtainifhewantstoaccessacertain

data file.In ldss,data files are all

encryptedusingsymmetricencryption

mechanism,andthesymmetrickeyfor

dataencryptionisalsoencryptedusing

attributebasedencryption(abe).

5.2DATAUSER(DU)

The data owner,tpa is presenton

equallevelofauthority.Data owner

firstly should register or login on

websitethenasitnothingbutworklike

acsp(cloudserviceprovider)thenhe

canuploadhisownfilesoncloudin

encrypted format. Data user can

registerorloginonwebsiteforaccess

forfiles,afterloginofdatauseron

cloudserverthenrequestgoestothe

dataownerthendataownerdecidethe

approveoffilesaccesstouserornot.

Datauserhasacknowledgmentfrom

dataownerifheapprovestherequest

ofdatauser.

5.3TRUSTAUTHORITY(TA)

Third partyauthorization is used to

monitoriesthedataownersactivities

also it can check the integrity,

durabilityoffileswhichareuploaded

by data owner on mobile cloud

computing.Trustedauthority(ta)also

generatesthereportfordataowner.

Whilerequestingofdatauserof

somekind ofdatafrom cloud,data

ownerselecttherolefordatauserand

alsoafterapprovalofusersrequesthe

send the public key to data user

throughtheemailthendatausercan



retrievetheinformationfrom cloudby

enteringthekeyonwebsitebutthis

informationitintheform ofencryption

so to decryptthatdata.dataowner

providetheprivatekeyto datauser

from mail.Thenbyusingthiskeydata

usercandecryptthatdata

5.4ENCRYPTIONSERVICEPROVIDER

(ESP) & DECRYPTION SERVICE

PROVIDER(DSP)

Torelievetheoverheadontheclient

sidemobiledevices,encryptionservice

provider(esp)anddecryptionservice

provider (dsp) are used.Both the

encryption service providerand the

decryption service providerare also

semi-trusted.Wemodifythetraditional

cp-abealgorithm anddesignanldss-

cp-abealgorithm to ensurethedata

privacy when outsourcing

computationaltaskstoespanddsp,

also we used the aes (advanced

encryption standard) algorithm to

encryptand decrypttheoveralldata

whichareuploadedonmobilecloudby

dataowner.

5.5CLOUDSERVICEPROVIDER(CSP)

The csp is considered honestand

curious.Second,allthesensitivedata

areencryptedbeforeuploadedtothe

cloud.Third,user authorization on

certain data is achieved through

encryption/decryptionkeydistribution.

In general, we can divide these

approaches into four categories:

simple cipher text access control,

hierarchicalaccess control,access

controlbased on fullyhomomorphic

encryptionandaccesscontrolbased

on attributebased encryption (abe).

Finally,weimplementadatasharing

prototype framework based on ldss

and also used the aes(advance

encryption standard) algorithm for

purposeofencryptionofdatawhich

are uploaded on mobile cloud

computing

6.EXISTINGSYSTEM

Anencryptionoperationwhich

takesone minute on a pcwilltake

abouthalfan hourto finish on a

mobile device.Furthermore,current

solutionsdon’tsolvetheuserprivilege

change problem very well.Such an

operation could resultin very high

revocationcost.Thisisnotsapplicable

formobile devices as well.Clearly,

thereisnopropersolutionwhichcan

effectively solve the secure data

sharingproblem inmobilecloud.As

themobilecloudbecomesmoreand

more popular,providing an efficient

secure data sharing mechanism in

mobilecloudisinurgentneed.

7.PROPOSEDSYSTEM

Inthispaper,weproposealightweight



datasharingscheme(ldss)formobile

cloud Computing environment.We

designanalgorithm calledldss-cp-abe

basedon attribute-based

encryption (abe) method to offer

efficientaccess controlovercipher

text. We use proxy servers for

encryptionanddecryptionoperations.

In our approach, computational

intensive

Operationsin abeareconducted on

proxyservers,whichgreatlyreducethe

computational.Overheadonclientside

mobiledevices.weprocessedusinga

basiclevelofsecurityinsteadofusing

thesamehighlevelofsecurity.TableI

shows the performance of our

framework.

CONCLUSION

Insteadofoffloadingallcodesdirectly

totheremotecloud,weemploymobile

devicesnearbytoform alocalmobile

cloud withlow communicationdelay

withthewearabledevices. simulation

show thatalgorithm quicklyconverge

to performance close to optimal

solution.we proposed an efficient

confidentiality-based cloud storage

framework that enhances the

processing time and assures

confidentiality and integrity through

dataclassification

andapplyingTLS,AESandSHAbased

on the type ofclassified data.The

efficiencyofourproposedframework

hasbeen

shownthroughconductingsimulations.
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