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Abstract— In order to deploy OpenSec at any production level,
many security measures should be taken into thought, similar to
switch authentication, physically distributed management plane
and additionally authenticating the users that square measure
allowed to feature policies to OpenSec. we have a tendency to
square measure particularly curious about the insider-attack case,
whereby malicious nodes that square measure a part of the route
exploit their information of the communication context to by
selection drop a little quantity of packets crucial to the network
performance. As a result of the packet dropping rate during this
case is similar to the channel error rate, standard algorithms that
square measure supported detective work the packet loss rate
cannot win satisfactory detection accuracy. To boost the detection
accuracy, we have a tendency to propose to take advantage of the
correlations between lost packets. We have a tendency to commit
to develop (HLA) based mostly public auditing design that permits
the detector to verify the honestness of the packet loss info
reported by nodes. This construction is privacy protective,
collusion proof, and incurs low communication and storage
overheads. To cut back the computation overhead of the baseline
theme, a packet-block-based mechanism is additionally planned,
that permits one to trade detection accuracy for lower
computation quality. Through intensive simulations, we have a
tendency to verify that the planned mechanisms win considerably
higher detection accuracy than standard ways similar to a
maximume-likelihood based mostly detection.

Keywords— Packet dropping, secure routing, attack detection,
homomorphic linear signature, auditing.

I. INTRODUCTION

Once being enclosed in an exceedingly route, the adversary
starts dropping packets. Within the most severe kind, the
malicious node merely stops forwarding each packet received
from upstream nodes, fully disrupting the path between the
supply and also the destination. Eventually, such a severe
denial-of-service (DoS) attack will paralyze the network by
partitioning its topology. Even though persistent packet
dropping will effectively degrade the performance of the
network, from the attacker’s standpoint such associate degree
“always-on” attack has its disadvantages. First, the continual
presence of very high packet loss rate at the malicious nodes
makes this sort of attack simple to be detected. A malicious
node that's a part of the route will exploit its knowledge of the

network protocol and therefore the communication context to
launch associate insider attack an attack that's intermit- tent,
however are able to do an equivalent performance degradation
effect as a persistent attack at a way lower risk of being
detected. Specifically, the malicious node might measure the
importance of varied packets, so drop the little amount that are
deemed extremely vital to the operation of the network.
Detecting selective packet-dropping attacks is very challenging
in an exceedingly extremely dynamic wireless setting. The
difficulty comes from the need that we want to not only observe
the place (or hop) wherever the packet is born, but conjointly
establish whether or not the drop is intentional or unintentional.
Specifically, thanks to the open nature of wireless medium, a
packet visit the network might be caused by harsh channel
conditions (e.g., fading, noise, and interference, a.k.a., link
errors), or by the corporate executive wrongdoer. We develop
associate correct algorithmic program for detecting selective
packet drops created by business executive attackers. Our
algorithmic programs conjointly provides a truthful and in
public verifiable call statistics as a signal to support the
detection decision.

The high detection accuracy is achieved by exploiting the
correlations between the positions of lost packets, as calculated
from the auto-correlation perform (ACF) of the packet-loss
picture—a bitmap describing the lost/received status of every
packet in an exceedingly sequence of consecutive packet
transmissions. the essential plan behind this technique is that
even though malicious dropping might lead to a packet loss rate
that's resembling traditional channel losses, the stochastic
processes that characterize the 2 phenomena exhibit different
correlation structures (equivalently, completely different pat-
terns of packet losses). Therefore, by sleuthing the correlations
between lost packets, one will decide whether or not the packet
loss is only because of regular link errors, or may be a combined
impact of link error and malicious drop. Our algorithmic
program takes under consideration the cross-statistics between
lost packets to make a lot of informative call, and so is in sharp
contrast to the traditional ways that believe solely on the
distribution of the amount of lost packets.
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Il. RELATED WORK

The first class aims at high malicious dropping rates, where
most (or all) lost packets square measure caused by malicious
dropping. During this case, the impact of link errors is
unheeded. Most connected work falls into this class. Supported
the methodology wont to determine the assaultive nodes, these
works will be more classified into four sub-categories. The first
sub-category relies on credit systems. A credit system provides
AN incentive for cooperation. A node receives credit by
relaying packets for others, and uses its credit to send its own
packets. As a result, a maliciously node that continuous to drop
packets can eventually deplete its credit, and cannot be ready to
send its own traffic. The second class targets the state of affairs
wherever the number of maliciously born packets is
considerably higher than that caused by link errors, however
the impact of link errors is non-negligible. Bound data of the
wireless channel is necessary during this case. The authors in
planned to shape the traffic at the waterproof layer of the supply
node according to an exact arrangement, so inter- mediate
nodes square measure ready to estimate the speed of received
traffic by sampling the packet arrival times. By scrutiny the
source traffic rate with the calculable received rate, the
detection rule decides whether or not the discrepancy in rates,
if any, is among an affordable vary such the difference may be
thought of as being caused by traditional channel impairments
solely, or caused by malicious dropping, otherwise. The works
in and planned to sight malicious packet dropping by
investigating the quantity of lost packets. If the quantity of lost
packets is considerably larger than the expected packet loss rate
created by link errors, then with high likelihood a malicious
node is tributary to packet losses. The distinction within the
range of lost packets between the link-error-only case and also
the link-error-plus-malicious-dropping case is little once the
attacker drops solely many packets. Consequently, the
detection accuracy of those algorithms deteriorates once
malicious drops become extremely selective. Our study targets
the difficult state of affairs wherever link errors and malicious
dropping result in comparable packet loss rates.

The hassle within the literature on this drawback has
been quite preliminary, and there's many connected works. The
methods in delay a sender from recognizing the importance of
a packet once the packet has been with success transmitted, so
there's no time for the sender to conduct jamming supported the
content/importance of the packet. Instead of making an attempt
to discover any malicious behavior, the approach in is
proactive, and thence incurs overheads regardless of the
presence or absence of attackers.

1. EXISTING SYSTEM

As the quality of software-defined networks (SDN) and
Open Flow will increase, policy-driven network management
has received a lot of attention. Manual configuration of multiple
devices is being replaced by an automatic approach wherever a
software-based, network-aware controller handles the
configuration of all network devices. Computer code
applications running on prime of the network controller offer
Associate in nursing abstraction of the topology and facilitate

the task of operative the network. we have a tendency to
propose OpenSec, Associate in Nursing Open Flow -based
security framework that enables a network security operator to
make and implement security policies written in human-
readable language.

Mistreatment OpenSec, the user will describe a flow in
terms of Open Flow matching fields, define that security
services should be applied to it flow (deep packet examination,
intrusion detection, spam detection, etc.) and specify security
levels that define however OpenSec reacts if malicious traffic
is detected. During this paper, we have a tendency to first offer
a lot of elaborate clarification of however OpenSec converts
security policies into a series of Open Flow messages required
to implement such a policy. Second, we have a tendency to
describe however the framework mechanically reacts to
security alerts as specified by the policies. Third, we have a
tendency to perform extra experiments on the GENI test bed to
gauge the measurability of the planned framework
mistreatment existing datasets of field networks.

Drawbacks of Existing System

i. High computation and complexness.

ii. It is dearer to discover the malicious traffic
iii. The alert method is improper manner.
iv. It can take longer to modify the packet.

IV.PROPOSED SYSTEM

We have a tendency to develop a correct algorithmic rule
for detection selective packet drops created by corporate
executive attackers. Our algorithmic rule conjointly provides a
truthful and publically verifiable call statistics as a signal to
support the detection call. The high detection accuracy is
achieved by exploiting the correlations between the positions
of lost packets, as calculated from the auto-correlation perform
(ACF) of the packet-loss icon. An icon describing the
lost/received standing of every packet in an exceedingly
sequence of consecutive packet transmissions. The
fundamental plan behind this methodology is that even
supposing malicious dropping could lead to a packet loss rate
that's admire traditional channel losses, the random processes
that characterize the 2 phenomena exhibit totally different
correlation structures (equivalently, totally different patterns of
packet losses). Therefore, by detection the correlations between
lost packets, one will decide whether or not the packet loss is
solely because of regular link errors, or may be a combined
result of link error and malicious drop. Our algorithmic rule
takes under consideration the cross statistics between lost
packets to form lot of informative call, and so is in sharp
distinction to the standard strategies that trust solely on the
distribution of the amount of lost  packets.
Advantages of Proposed System
i The projected system with new HLA construction is
collusion-proof.

ii. The projected system provides the advantage of
privacy-preserving.

iii. Our construction incurs low communication and
storage overheads at intermediate nodes. This makes
our mechanism applicable to a large vary of wireless



devices, together with affordable wireless sensors that
have terribly restricted information measure and
memory capacities. This can be additionally in sharp
distinction to the standard storage-server situation,
wherever bandwidth/storage isn't thought-about a
difficulty.

iv. Last, to considerably scale back the computation
overhead of the baseline constructions so they will be
utilized in computation-constrained mobile devices, a
packet-block-based algorithmic program is projected
to achieves ascendible signature generation and

detection.
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Figure 1: System Architecture

V. IMPLEMENTATION

A. PACKET TRANSMISSION PHASE

The goal of someone is to degrade the network’s
performance by maliciously dropping packets whereas
remaining undetected. We have a tendency to assume that the
malicious node has knowledge of the wireless channel, and is
awake to the algorithmic rule used for accuracy detection. It’s
the liberty to settle on what packets to drop. Let’s say, within
the random-drop mode, the malicious node might drop any
packet with a tiny low probability p d. Within the selective-
mode, the malicious node solely drops packets of sure sorts. A
mix of the 2 modes could also be used. We have a tendency to
assume that any node on P can be a malicious node, except the
supply and also the destination. In particular, there may be
multiple malicious nodes on P. We take into account the
subsequent style of collusion between malicious nodes: A
covert communicating might exist between any 2 malicious
nodes, additionally to the path connecting them on P. As a
result, malicious nodes can exchange any info while not being
detected by A d or the other nodes in P. Malicious nodes will
take advantage of this covert channel to cover their actuaries
and reduce the prospect of being detected. Let’s say, an
upstream malicious node might drop a packet on P, but may
secretly send this packet to a downstream malicious node via
the covert channel. Once being investigated, the downstream
malicious node will give a symbol of the successful reception
of the packet.

B.AUDIT PHASE

This section is triggered once the general public
auditor Ad receives an ADR message from S.The ADR
message includes the id of the nodes on P SD, ordered within
the downstream direction, i.e., nl......... nK., HLA public key
data pk= % (v; g; u), the sequence numbers of the foremost
recent M packets sent by S, and therefore the sequence numbers
of the set of those M packets that were received by D. Recall
that we tend to assume the information sent by S and D is
truthful, as a result of detecting attacks is in their interest. Ad
conducts the auditing process as follows
C. DETECTION PHASE

The public auditor Ad enters the detection section
when receiving and auditing the reply to its challenge from all
nodes on P. The most tasks of A d in this section embrace the
following: detecting any misrepresentation of packet loss at
every node, constructing a packet-loss image for every hop,
conniving the autocorrelation perform for the packet loss on
every hop, and deciding whether or not malicious behavior is
gift. Additional specifically, Ad performs these tasks as
follows. Given the packet-reception image at every node first
checks the consistency of the bitmaps for any possible
misrepresentation of packet losses. Clearly, if there's no
misrepresentation of packet loss, then the set of packets
received at node should be a set of the packets received at node
j. As a result of a standard node forever honestly reports its
packet reception, the packet-reception image of a malicious
node that overstates its packet loss should contradict with the
image of a standard downstream node.

V. CONCLUSION

We tend to showed that compared with standard detection
algorithms that utilize solely the distribution of the number of
lost packets, exploiting the correlation between lost packets
considerably improves the accuracy in police investigation
malicious packet drops. Such improvement is particularly
visible once the quantity of maliciously born packets is
comparable with those caused by link errors. To properly
calculate the correlation between lost packets, it's vital to
acquire truthful packet-loss info at individual nodes. We tend
to developed AN HLA-based public auditing architecture that
ensures truthful packet-loss coverage by individual nodes. This
design is collusion proof, requires relatively high process
capability at the supply node, but incurs low communication
and storage overheads over the route. To cut back the
computation overhead of the baseline construction, a packet-
block-based mechanism was also planned, that permits one to
trade detection accuracy for lower computation quality. We
primarily targeted on showing the feasibility of the planned
crypto-primitives and the way second- order statistics of packet
loss is used to boost detection accuracy. As a primary step
during this direction, our analysis primarily emphasize the
elemental options of the problem, equivalent to the dishonesty
nature of the attackers, the public verifiability of proofs, the
privacy preserving requirement for the auditing method, and
therefore the randomness of wireless channels and packet



losses, however ignore the actual behavior of assorted protocols
which will be used at completely different layers of the protocol
stack. The implementation and optimization of the planned
mechanism beneath varied specific protocols are thought of in
our future studies.
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