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ABSTRACT — Moving Target Defense 

(MTD) has been proposed as a new 

innovative technology to change the 

unbalanced condition between attacks and 

defences. Network address shuffling is an 

important branch of MTD technology. 

Adopting moving target defense (MTD) helps 

to prevent the cyber-attacks by continuously 

changing the attack outward. Here, we use 

the transmutation pattern for shuffling the 

network address. Virtual IP creation and IP 

address shuffling is the main concept in our 

project. In this project, we use a server 

similar to DNS server for mapping the virtual 

IP to real IP. Then, we summarize and 

analyze the supporting techniques and 

related features for each network address 

shuffling technique mentioned in this paper. 

I. INTRODUCTION 

Cybercrime is a growing issue for global 

enterprises and individuals. Cyber criminals 

(i.e., attackers) are focusing more on valuable 

assets and critical infrastructures in a networked 

system (e.g., enterprise systems and cyber 

physical systems). Security mechanisms (e.g., 

firewalls) may enhance the security, but the 

overall in-depth security of the networked 

system cannot be estimated without a security 

analysis (e.g., cannot identify security flaws and 
potential threats)[1]. However, cyber-attacks 

(such as IP prefix hijacking [3], botnet [4], 

DDoS attack [5]) can be seen everywhere and at 

any time. Such security disasters are repeatedly 

showing that the security of the network is 

always facing severe challenges.  Moreover, 

attackers may explore an attack surface of the 

networked system to find weaknesses, and 

exploit them to penetrate through [1]. First, the 

attackers have the advantage of time, since they 

can perform susceptibility analysis and 

penetration testing for specific target repeatedly 

before they achieve the final goal. Second, the 

attackers have asymmetric advantage in terms of 

acquiring the information needed for initiating 

and launching an attack and the attackers can 

attack as long as there is a usable susceptibility; 

while the defenders have to secure all potential 

susceptibilities and prevent all the attacking 

means that can be utilized by the attackers. 

Third, the attackers have the advantage of cost to 

expand the attack, since the homogeneity in 

network configurations enables the attackers to 

carry out large-scale attack easily and at low 

cost once a small scale attack succeeds. 

Therefore, in the struggle between cyber 

network attack and defense, the attackers 

typically have asymmetric advantages and the 

defenders are always disadvantaged by being 

passive. IP address is an important system 

attribute. Therefore, it is important to reduce and 

continuously change the attack surface based on 

a security analysis[1]. Moving target defense 

(MTD) can continuously change the attack 

surface of the networked system. Consequently, 

it is difficult to measure and compare the 
effectiveness of MTD techniques (e.g., which 

MTD technique minimizes the system risk?). In 

this paper, the term effectiveness of the MTD 

techniques describes the ability to enhance the 

security of the system by minimizing the efforts 

of the defender (e.g., to minimize the system risk 

with a given resources) while maximizing the 

efforts of the attacker (e.g., to maximize the 

attack cost). To address this problem, we 

propose to incorporate MTD techniques into 

network address shuffling assess the 



effectiveness of them[5]. For this reason, 

changing IP address and/or port number is an 

effective way to increase the work effort for 

attacking. That is the origin of network address 

shuffling. 

 

II. REVIEW TO NETWORK 

ADDRESS SHUFFLING 

Network address shuffling technique 

aims to change the IP address (and port number) 

of target periodically or erratically. From the 

existing research on network address shuffling, 

we find that there is one pattern called mutation 

for the changing.  

In the transmutation pattern[2], the 

synchronization of communication is not strict 

in time, i.e., one side of communication (e.g. the 

clients) do not need to know the shuffling 

information of the other side of communication 

(e.g. the server). The synchronization is usually 

achieved by routing update and DNS 

request/respond, or the other supporting third-

party mechanism. Next we will take a brief 

introduction to network address shuffling 

techniques according to the two patterns. 

Transmutation 

SDNA [21] is an architecture that 

constructively combines hypervisor technology, 

Common Access Card-based authentication 

together in a complementary way. In this 

architecture, the SDNA Entity within each node 

can rewrite the address of packets entering and 

exiting the Operating System (OS) to prevent 

each Guest from knowing the identity of other 

nodes within the enclave. When a DNS response 

comes to the guest, the SDNA Entity would 

replace the real IP with Token IP which is 

generated by the SDNA Entity. When the guest 

initiates a connection to a Token IP, the SDNA 

Entity would rewrite the packets by replacing 

the Token IP with the real IP. In other words, 

one side of a communication does not know the 

other’s real address, and the Token IP is 

obtained from the other’s SDNA Entity when it 
requests a DNS resolution. The SDNA is 

transparent to the OS and compatible with the 

existing infrastructure. However, the traffic 

between the communication endpoints must 

flow through one or more intermediate nodes to 

be rewritten for concealing the endpoints’ 
identifies, and it requires multiple key exchanges 

and authentications in the paths’ establishment 
process, thus the complexity and cost of 

implementation is high. 

III. IMPLEMENTATION 

In our project, we use the LRU(Least 

Recently Used) algorithm for shuffle the IP 

address. It is more efficient for shuffling. 

LFU algorithm in pseudo-code: 

 

LRU (page p) 

If p is in the buffer then LAST(p) = current 

time; 

Else  

i) Min = current time + 1; 

ii) For all pages q in the buffer do  

a) If (LAST(q) < min)  

victim = q 

Min = LAST(q) 

iii) If victim is dirty then flush it to disk 

iv) Fetch p into the buffer frame held by 

victim  

LAST(p) = current time 

 

This algorithm is preferred for the 

timing of the IP shuffling. LRU algorithm is 

efficient for time consumption, so only we used 

this algorithm. Triggering process is based on 

this algorithm. In the triggering table contains a 

number of virtual IP. Virtual IP mapping the real 

IP through the DNS server. Here, the DNS 

server process is mapping the virtual IP to real 



IP. Buffering is the one of the concept in the 

triggering table. In this project, virtual IP’s are 
shuffle based on the triggering. 

 

 

 

 

 

 

 

 

 

Fig. Network Address Shuffling. 

IP TRIGGERING: 

In this module through the triggering 

new virtual IP will be assigned.Here, we using 

LRU( Least Recently Used) algorithm for 

efficiently shuffling the IP address.Triggered 

virtual IP send to the DNS server. 

DNS SERVER: 

In our project, We use the database for 

maintain the process of DNS server. The process 

of DNS server is similar to the IP mapping. 

IV CONCLUSION 

Moving target defense is a network 

defense strategy that continuously changes the 

attack surface to prevent cyber crimes and 

thwart attacks. By doing so, we can minimize 

the potential socio-economic impact on 

enterprises and individuals, as well as protecting 

important assets and critical infrastructures. A 

major problem of adopting the MTD techniques 

is the inability to guarantee that the security is 

enhanced by changing the attack surface. 

Therefore, we must assess the change in security 

prior to deploying any MTD techniques. 

However, the effectiveness of deploying the 

various MTD techniques cannot be compared to 

one another, because they did not consider using 

a formal security model to analyze them. Here, 

we use the transmutation pattern for shuffling 

the network address. Virtual IP creation and IP 

address shuffling is the main concept in our 

project.  

In this project, we use a server similar to 

DNS server for mapping the virtual IP to real IP. 

What’s more, under each category, we gave a 
detailed description on each mechanism. 

Thereafter, we analyzed and summarized them. 

Finally, we discussed some key issues on 

implementing an effective mechanism in 

network address shuffling. With this work, we 

hope to stimulate more follow-up research in 

this field. 
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